TINH HINH HOAT PONG TRIEN KHAI IPv6 TREN DIA
BAN TiINH LAM PONG |
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- Ra soat, danh
gia tong thé

Dao tao,
truyén thong

- Tap huén, dao tao, chuin

bi nhén su;

- Truyén thong, ning cao

nhan thuc.
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GIAIDPOAN 1 - CHUAN BI
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'\ | mang luéi, dich
vu (thiét bi, phin
mém; ha tang, hé
théng DNS,...);

. | - Lapké hoach,
* | phuong an tong
1 the, chi tiét.
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‘F Lap ké hoach

tai LAM PONG

Tai nguyén
* Dang ky dia chi IPvs,
IPv4, s6 hiéu mang ASN
doc lap;
* Quy hoach dia chi cho:
+ Hé thong dich vy, IDC,
Cloud,...
+ Hé thong quan ly;

|+ He thong IT noi bo.
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GIAIDOAN 2 - KET NOI, THU NGHIEM
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Chuyén déi IPv6 cho Trun?

tam tich hop dii liéu

- Hé thng mang 16i, két néi Internet;

- Hé théng DNS;

- Cong thong tin (Website dudi tén
Fmién .gov.vn), dich vu cong truc

tuyén;
g- Céc dich vu Internet co ban: Email,
#phdn mém ting dung ndi bg,...
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Chuyén d&i IPv6
két n6i WAN téi
cac don vi
- M6 rong trién khai

mang LAN;
I - Thuc hién chuyén
' déi ho trg dong thai
IPv4/IPv6 cho mang
| két néi dién rong

' (WAN)
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GIAI DOAN 3 - CHUYEN bOI CHINH THUC

* r“ 4  _Akrs
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Két noi, dinh tuyén % Phin mém, Thii nghiém tng ) Danh gia v
- Lam viéc véi ISP: . (ing dung dung, dich vu - Danh gia sau thi E
+ Yéu cdu duong truyén Internet ho trg l . ) ' - Thit nghiém ting dung nghiém;
dong thoi IPv4//IPv6; - Yeu cau dd:‘ o IPv6 cho phan mang két - Xdy dung ké hoach
+ Yéu cdu quang ba viing dia chi IPv6 cung cap phan mem, | | n6i Internet,, dich vu DNS | | tiép theo.
ctia don vi trén Internet toan cau; : Unghdung\ glal phdp, | ; va Website quy mé nho; \_
- Két ni IPv6 v6i mang s6 liéu chuyén | | thué ngoal d;ch:'u : - Thii nghiém véi cc h¢
ding. | CNTThé trgdéng | = théng mang LAN va Wifi
| thai IPv4//IPve; » két n6i Internet sii dung
-

10 budc chuyén doi IPv6 cho hé thong CNTT, Internet

Hoan thién

- Chuyén déi toan
bo hé thong IT noi
bo;

- Chuyén déi cac
dich vu co két néi
Internet con lai;

- $an sang trién
khai mang thuan

‘ IPv6 (IPv6 only).
.-.-I 4




TRIEN KHAI IPv6 TREN DIA BAN TiNH LAM

@.\ khai multihoming BGP -

@ Trién khai IPV6 & IPV4 dual stack

................. khai DNSSEC

_ Thuan lgi - Khd khan

@ CIFE— .



1. TRIEN KHAI BGP (Border Gateway Protocol)

TAI LAM DONG
> VNNIC cip cho tinh :
- S6 hiéu mang ASN ( ).
- Dia chi IPV4 ( ).
- Dia chi IPV6 ( )

> Cai dat hé thong cia tinh Lam Pong (Firewall, Router,
duwong truyeén leadline ...)

> Trién khai IP peering BGP véi VNPT, VIETTEL.

» Quang ba ASN, IPv4, IPv6, default route + full routing
Lam Dong qua ASN cua VNPT, VIETTEL: NOC _IP cua

VNPT NET (tai Tp. HCM), VIETTEL NET (tai Tp. Da
Nang) thwe hién




TRIEN KHAI BGP (Border Gateway Protocol)




2. TRIEN KHAI'IPv6 & IPv4 DUAL STACK

General Speed Ping = Website  Stats

ipv6 test

IPv6 validation for http://lamdong.gov.vn

Tested on Fri, 26 Apr 2019 02:54:28 GMT

AAAADNS ' 2001:df7:1500:2::6009

record

IPvéweb « WAF

server

IPV6DNS ¢ b.dns-servers.vn,a.dns-servers.vn,f.dns-servers.vn,e.dns-
server servers.vn,g.dns-servers.vn,c.dns-servers.vn
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CONG THONG TIN DIEN TUTINK LM BONG - LAY DONG PORTAL
OJquanquénW:Tmngt?nqﬂnycé‘gmﬁngﬁndﬁ\tir,huﬁc%ﬂ'ﬁngth&m&th&g
Chiu trach nhiém chinh: Ong Nguyen Viét Vén - Giam dGc 56 Thang tin & Truyen thang

Bia chi: 5.3 Tr Ph{, TP Ba Lat

Eﬂ Microsof Ofice SharePaint Senver 2007
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(hi 16 ngudin wweveJamdong.qovan khi sl dung théing tin trén website nay




TRIENIKEANRYGISAIPYZID WARSTAGK

e Trién khai dich vu IPv6 va IPV4 dual stack cho h¢ thong
email cong vu ciia tinh va d3 tién hanh gan ching nhan IPv6

ready logo.

]DV6 test Generl  Speed  Ping  Webste  Stas APl i . i o
HE THONG THU DIEN TU CONG VU

TiNH LAM PONG

IPv valcaton forhtps mal amdong,govam

Ché& dd an toan ( Hién thi phan dién giai )

® May tinh diing chung
Testedon i, 26 Apr 019 025302 GNT Congtlaons i et e (O  Déy la méy tinh ca nhan

[] Dung phién ban rit gon

AAADNS ¢ 20175002131 You el ke avarenes and how o commient o 6 ceplomentt
record
Your users, by adding a IPv-tstvalidator buton t your e Tén ngués dings [P x‘
IPowed v MicrosoftlIS75 _ ) Mt khdu: essscsscsscse ‘
e Q0D LTI vy sty bing nhip
WWW =] el ='http! i
IPGONS ' bnsserversin adns emversn s enersan . dns- > et Trung tm Quin I Cég Théng in £ i Lm Bing
sener senersimgansSenersin anssenersn @IPVﬁ THo trg ry t:\uath l&l;oang)OZG:zr 3700122 - 0263.3545455.
ai vé Tai liéu ng aan s ung
1 @ IPV6
\aliczted by ipse-test com

pastetis code into your website sourceto add the buton




3. TRIEN KHAI DNSSEC

______

(1 Server,
Red hat Linux)

Zone Transfer (2 Server,
Red hat Linux)
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.......... (1 Server,
Red hat Linux)




CAPNHAT BAN|GHI'DS VA'DNSKEY/(VNNIC)

BO THONG TIN VA TRUYEN THONG

TRUNG TAM INTERNET VIET NAM - VNNIC

(Tim kiém Q) 0 & =SE
TRANG CHU | TAINGUYEN INTERNET | HATANGINTERNETQUOCGIA | SOLIEUTHONGKE | GIOITHIEU
Tra ciru thong tin )))
Tra c’u thong tin tai nguyén Internet
Truy van WHOIS tir dia chi IP cia ngudi dung la: 123.30.75.187
Hé théng nhan biét tai nguyén duogc truy van la: Tén mién quéc gia ".vn"
Tir khoa truy van WHOIS: lamdong.gov.vn
Tén mién: lamdong.gov.vn
Ngay dang ky: 2003-02-27T00:00:00+07:00
Ngay hét han: 2021-02-27T00:00:00+07:00
Tén cha thé dang ky sir dung: S& Thong tin va Truyén théng tinh LAm Dong
Trang thai: clientTransferProhibited
Trang thai: serverDeleteProhibited
Trang thai: serverTransferProhibited
Nha dang ky quan ly: Ban Khach hang Té chirc Doanh nghiép - CN Téng céng ty Dich vu vién théng
May chii DNS chuyén giao: dns3.lamdong.gov.vn
May chi DNS chuyén giao: dns4.lamdong.gov.vn
DNSSEC: D3 ky chuyén giao
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TREN/DNSITOANIGAU

0S
digestalgs=1

govn
(20190302 07:07:00 UTC)

~

DNSKEY
alg=3, d=27078
1024 bits

(Iamdong.gov.vn/MX)

Gamdong.gov.vn!SOA

Qamdong.gov.vn/NS)

Qamdong.gov.vnlAAAA) Iamdong.gov.vn/Aj

lamdong gov.vn
(20190302 03:07:03 UTC)

Name:lamdong.govn.
TTL:43200
Type: AARA
Record data: 2001:df7:1500:2:6009
Servers: 103.124.56.138, 103.124.56.139, 2001:qf7:1500:2::1038, 2001:df7:1500:2:1039
Query options: UDP_-_EDNS0_4096 D K

Status: SECURE




» Tinh nhén thirc viéc trién khai IPv6 la nhi¢m vu quan
trong -> quyét tam lam quyét liét, dat diem.

> VNNIC ho tro:

+ Dao tao cho cac So phia Nam chuyen doi IPv6 trén
m6 hinh TT THDL chuan, sat thuc té dia phuong.

+ H tro truc tlep: cau truc lai mang ludi, cal dat cag
hinh BGP, DNSSEC theo hudng hién dai, an toan, san
sang dich vu 24/24.

> ISP: VNPT, VIETTEL nhiét tinh ho tro.
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> Doanh nghiép vién thong tai dia phuong chua cap nhat cac
kien thirc vé IPv6 va BGP nén mat nhi€u thor gian trién
khai, mo1 viéc déu do NOC IP khu vuc thuc hién.

> DPon gia cac kénh truyén trang chua co, cac doanh nghiép
ling ting trong viéc chon murc gia cung cap dich vu.

» Nhan lyc cua tinh chi moi tiép can IPv6 6 muc co ban, do
vay gip khong it kho khin khi cau hinh, trién khai dich vu.

> Ha tang trang thiét bi CNTT cuia tinh chua dong bd dé san
sang trién khai nén tang IPv6.



Ngoai viéc BGP multi-home IPv6 véi cac ISP, dé xuat Bo
cho phép hé thong mang, Trung tam tich hO’p dur ligu cua
Tinh Lam Dong két ndi Peering tai Tram trung chuyén
Internet quoc gia (VNIX).

HO tro phong chong tan cong DDOS cho CQNN qua
VNIX va cac gateway cua ISP.

Cung véi viéc trién khai IPv6 cho hé thong mang, [Pv6 he
thong DNS, can khai thac logi thé ctia hé thong DNS,
DNSSEC de dam bao xac thuc an toan thong tin cac dlCh
vu truc tuyén trén tén mién .VN, phong chéng spam.

Giao tén mién cap 2 <tentinh.vn>, vi du:
cho SO TT&TT cac tinh quan 1y.



lranitrong camon




